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This document mainly introduces how to use DFOTA (Delta Firmware Upgrade Over-The-Air) to remotely
upgrade firmware on loT platform for Quectel BC95 module with V100R100C10B657SP1 version or later
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2 Preparations

2.1. Enable omCapability

NB-loT Module Series
BC95 DFOTA User Guide

Please ensure the device has registered on loT platform successfully and can send data normally before

upgrading firmware via DFOTA.

In addition, omCapability function should be enabled in the profile that is imported to the device, so that
firmware upgrade task can be created. The omCapability function can be achieved by adding the
following codes marked in red to the device profile. Please get the detailed profile development guidelines

from the 10T platform.

A reference profile template is given as below:

"devices": [

{

"manufacturerld”: "Huawei",
"manufacturerName": "Huawei",
"model": "NBloTDevice",
"protocolType": "CoAP",
"deviceType": "SmartDevice",
"omCapability":{
"upgradeCapability" : {
"supportUpgrade":false
b
"fwUpgradeCapability” : {
"supportUpgrade™:true,
"upgradeProtocolType":"LWM2M",
"downloadProtocolType":"CoAP"

}
b
"serviceTypeCapabilities": [
{
"serviceld": "Brightness",
"serviceType": "Brightness",
"option": "Master"

BC95 DFOTA User_Guide
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)

"serviceld": "WaterData",
"serviceType": "WaterData",
"option": "Optional"

“ NOTE |

For devices that were connected with 10T platform V1.2 once, usually it is needed to add the codes
marked in red into the device profile to enable omCapability function.

2.2. Generate Public-private Key Pair

1. Log on the IoT platform, and download offline signature tool through “MANAGEMENT” -> “Tool”, as

shown below.

O@ OceanConnect En =

Tool

&, Accounts

OFF-LINE SIGNATURE TOOL

& Tool

signtool.zip Download
1, *Generate a digital signature public-private key pair™:

« “Signature Algorithm": drop-down box. Select the algorithm
from the drop-down menu ( RSA2048+SHA256,
ECDSA_256K1+SHA256 )

« *The private key encrypts the password" : Password box,
must be selected. Descriptien of password complexity :

1) The password must be at least 6 characters long ;
2) The password must contain a combination of at least two

characters:
. AZ
. az
- 09
. @S A=+ <t
« “Generate a public-private key pair’ : Button, Click to
generate the public and private key 2 files according to the
selected algorithm public.pem, private.pem , At the same
time, save the Save As dialog box.
2. “Package digital signature”:
« “Import Private Key File " Button: Click to import the

Figure 1: Download Offline Signature Tool

2. Open the offline signature tool, set the “Signature Algorithm” as RSA2048+SHA256 from the
drop-down menu, input password (such as Huaweil23), and click “Generate Key” button, then

public.pem and private.pem files will be generated.

BC95 DFOTA User_Guide 7117
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% Offline Signtool

Huawei Offline Signtool

Signature Algorithm

Generate Public and Private Key

1 IRSAZU4B+SHA256 A |

3 Generate Key

Passward of Private Key

2[e ]

Success!

Softy

L =

4

Generate Key Success !

~D0 SIgIdLare

Software Package Verify

Public Key File

Insert Public Key File

Software Package to be Verified

Figure 2: Generate Public and Private Key

3. Enter “APP MANAGEMENT” -> “Application” -> “Upgrade Authentication Management”, and click
"Upload" to upload public key file public.pem to the IoT platform, as shown in figures below.

@ OceanConnect

= spplist > QuectelWS
e
Information Statistics
Public Key
public.pem All Type

Figure 3: Upload Public Key File (1)
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@) OceanConnect Em R

= Applist > Quectel\ fn )

Upload Public Key Upload Refresh

Home

(%
Es Applications Information ]

ttings App Flow Control
&

Public Key

All Type
File 4

public.pem /] 6:58:07

Figure 4: Upload Public Key File (2)

2.3. Sign Firmware Upgrade Package

2.3.1. Get Delta Firmware Package

Please get the delta firmware package from the module supplier.

2.3.2. Sign Delta Firmware Package

1. Open the offline signature tool, set the “Signature Algorithm” as RSA2048+SHA256 from the
drop-down menu.

2. Click “Insert Private Key File” button to import the previously generated private key file private.pem,
and the input password which is allocated by the loT platform.

3. Select the software package which needs be signed, and click “Do Signature” button.
4. If prompt of “Sign Success” pops up, then a new delta firmware package ended with “signed” (e.g.

patch_signed.zip.) will be generated into the same directory where the original delta firmware
package is stored.
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¥ Offline Signtool
Huawei Offline Signtool

Generate Public and Private Key

Signature Algorithm Passward of Private Key

- ] sssssssnes

1 |(Rsazo48+snazse

Generate Key

Software Package Sign
Private Key File 2

Insert Private Key File E:\MBYref\FOTA\psw\private.pem

Software Package to be Signed

3 E:\NB\BCO5BBHBRO1A02W16_TO_BCISBBHBRO1A

Success!
Softw3
4
E Sign Sucress!
S
Select
[_

Figure 5: Sign Delta Firmware Package

2.4. Upload Signed Delta Firmware Package to loT Platform

Log on the loT platform, enter “Repository” -> “Firmware” -> “Tool”, and click “Add Firmware” to upload

the signed delta firmware package, as shown below.
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@) OceanConnect
=

Home

()

Device

& Group

Alarm

Rule Engine

Model

Batch Task

Repository

« Package Management

« Firmware

« Software

Figure 6: Upload Signed Delta Firmware Package to IoT Platform
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Upload Time

2017-11-02 17:0...

2017-11-02 17:0...

2017-11-02 19:2...

2017-11-02 19:4...

2017-11-02 20:2...

2017-11-03 10:2...

2017-11-06 11:5...

o

+ | O

Add Fir. Reload

€
]

l€
u

€
L

e
m

€
]

l€
u

€
L

e
m

“ NOTE |

Please note that the device type, manufacture name, model and protocol should be in accordance with

such information in the profile, otherwise it may fail to upload the signed firmware package.
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3 Firmware Upgrade via DFOTA

3.1. Create Firmware Upgrade Task

1. Refer to the steps below to add a group.

@ OceanConnect Em g =
=1 2| +
™ Group Management pcts oum | roes
9 Home
e Name Add Group 3 dren
Device
&
I Group Angla_test
Alarm
Arnold_BC
Rule Engine
Arnold_tes
Model i
Batch Task (FATE
. 4 Cancel
Repository Janet_B8_
+ Package Management
Janet_Test aB9f7be7-a924-4a97-b919-fc00fd4d1a9b 1
« Fimware
ST_B657SP3TEST feaabc7e-8888-4c73-8c44-247b53915¢c4 1
- Software
SW_TEST 5fb61bd2-1d17-4d74-8¢c82-4b7081fd6a21 0

Figure 7: Add a Group

BC95 DFOTA User_Guide 12 /17
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2. Assign the device that needs to upgrade to the group.

@ OceanConnect En =

ﬁ Group Management > Flametest 3 0 O
sign ...

6) A Home 2

@® Device Information Device

*ﬂ‘s I Group

A Alarm

P> Rule Engine @ Oniine name 477650e4-4987, name FOTA_test
@ Model

i= Baich Task

5 Repository

Figure 8: Assign the Device to the Group

3. Create a batch task through “Batch Task” -> “Software” -> “Firmware Upgrade”.

@O OceanConnect En =

M Home
Batch Task 3 + O
Create 8 Reload
@ Device
I Group
Bundle Synchronization Bundle Upgrade Bundle Delete App Upgrade More v
A Alarm
P> Rule Engine Sensor Upgrade
@&’ Model Pre Upgrade
= spltosp2_01 100% 3
i= Batch Task Success @  MultiSensor Flametest 2017-11-06 16:33:54 2 Firmware Upgrade
1D:5a001e72e4b0d Export
= Register Devices
B657toBB57SP... 0%
= Device Command Failed @ MultiSensor flametest2 2017-09-11 14:57:33
ID:590633ddedb0.. Export
= Location Upload
test2 0%
= Configure Devices Failed @  MultiSensor flametest2 2017-09-11 10:41:40
ID:59b5f7ededbOf. Export
= Software
B657A02V02A0... 0%
Failed ©  MultiSensor flametest2 2017-09-10 12:14:45
i Repository 1D:59b4bc35e4b0 Export

Figure 9: Create a Batch Task
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4. Input task name, repeat type and repeat times.

@ OceanConnect Firmware Upgrade E il R =

Home

) Create 8 Reload
Device

Information Select Devices Select Package

Group

More v
Alarm

Rule Engine Rate

Model 1
Batch Task Custom

- Register Devices

= Device Command

«  Location Upload

- Configure Devices

- Software

Repository

Figure 10: Input Task Name, Repeat Type and Repeat Times

5. Select device group that needs to upgrade.

@ S Firmuware Upgrade m
=1 + O
m Create B. Reload
Home

Informatior Select Devices Select Package
e’ i
Device

More v
Group

&
Select Device Groups

Alarm Rate

Rule Engine

Model

Flametest 1

Batch Task

+ Register Devices flametest2 1

« Device Command
Other

« Location Upload

+ Configure Devices

« Software

Repository < X

Figure 11: Select Device Group
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6. Select the proper delta firmware package, and click the “v” button to create the firmware upgrade task.

@O OceanConnect Firmware Upgrade En g

O 2 2] S
Create B Reload
Home

Information Select Devices Select Package

Device

More v

Group

Select Firmware
Alarm

Rate
Rule Engine

Model

Batch Task

- Register Devices
(@® softwareupd... 001to002 MultiSensor  eSDK_Hu... vo1 CoAP

- Device Gommand
softwareupd... 002to001 MultiSensor  eSDK_Hu... v01 CoAP

- Location Upload
softwareupd... B657SP1...  MultiSensor eSDK_Hu... vo1 CoAP

- Configure Devices

- Software

softwareupd... C88tosP2 MultiSensor  eSDK_Hu...  v01 CoAP

< v X
Repository softwareupd... B657roB...  MultiSensor eSDK_Hu... v01 CoAP -

Figure 12: Select Proper Delta Firmware Package

3.2. Upgrade the Firmware

After the upgrade task is created, UE will initiate an uplink CoAP data package, then it starts upgrading
once the IoT platform identifies the UE is connected with the network. It may take several minutes for the
firmware to upgrade. After upgrading process is completed, “Success” will be shown in the “Task Detail”.

@ OceanConnect Task Detail En R =

ﬂ B657updating 59ae1525e4b099bbad 1ceade + O
Create &, Reload

Home

6) Device Success Flametest
100% MultiSensor
More v

Group 1 eSDK_Huawei
& 1 Vo1

Alarm 1 CoAP

0 B657to1
Rule Engine
Model 2017-09-05 11:08:21 softwareupdatepackage.bin
No -

Batch Task

-+ Register Devices Task List

« Device Command

« Location Upload

- Configure Devices

Success name e up: ucce:
« Software

Repository

Figure 13: Successful Firmware Upgrade
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4 Important Notes

This chapters lists some important notes during firmware upgrading via DFOTA.

4.1. In Firmware Download Stage

1. When the module notifies the MCU to start downloading firmware package by sending "FIRMWARE
DOWNLOADING", the module cannot be powered off, and MCU cannot send any AT commands
related to data communication, either.

2. If it is failed to download or verify the firmware package, the module will send "FIRMWARE
DOWNLOAD FAILED" to MCU. Then the module will send "FIRMWARE UPDATE OVER", which
indicates that DFOTA task is over, and the MCU can perform other tasks as usual.

4.2. In Firmware Upgrade Stage

After firmware package is downloaded and verified successfully, the module will send "FIRMWARE
UPDATING" to notify the MCU that it is updating. At this point, the module cannot be powered off, and
MCU cannot send any AT commands related to data communication, either.

4.3. In Network Recovery Stage

After the firmware upgrade process is completed, the module will reboot automatically, and enter into
network recovery stage.

1. If firmware is upgraded successfully, the module will send "FIRMWARE UPDATE SUCCESS" to
MCU. Then the loT platform will issue an instruction to stop DFOTA upgrade task, and the module will
send "FIRMWARE UPDATE OVER", which indicates that DFOTA task is over, and the MCU can
perform other tasks as usual.

2. If firmware upgrading is failed, the module will send "FIRMWARE UPDATE FAILED" to MCU. Then
the IoT platform will troubleshoot and stop DFOTA upgrade task, and the module will send
"FIRMWARE UPDATE OVER", which indicates DFOTA task is over, the firmware version is not
changed and the MCU can perform other tasks as usual.

BC95 DFOTA_User_Guide 16/17
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4.4. Upgrade Elapsed Time
The upgrade elapsed time depends on the size of the delta firmware package. The larger the package is
the longer it may take to upgrade. Therefore, it may take 10 minutes or even longer for some firmware

versions to upgrade

17117
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