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This document gives a brief introduction on the PPP function of Quectel BG96 module, including
application mode, procedures for PPP setup and termination, modes for PPP connection, and examples

for PPP dial-up, etc
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2 Application Mode

>
Application
IP RELAY
IP
PPP PPP
TXD TXD
RXD >< RXD
UART CTS CTS UART
RTS RTS
DTR DTR
DCD DCD Radio Bearer
RING RING
USB_DM USB_DM
USB USB_DP USB_DP USB
USB_GN USB_GND
USB_VBUS USB_VBUS
Application Module

Figure 1: PPP Application Mode

The usage of PPP (Point-to-Point Protocol) is illustrated in the above figure. Either UART or USB can be
used for PPP connection. The module provides a PPP server for application, and the application side
provides a PPP client for the module. Meanwhile, the application side has to provide protocols such as
TCP/IP, HTTP(S), etc. When PPP connection has been set up, the IP packet flow from the application
side will be transmitted to Internet through the module.

Most standard operating systems (e.g. Windows, Unix/Linux) include the PPP protocol stack. For other

operating systems which do not have existing application to set up PPP connection, it is very important to
develop applicable application software to accomplish PPP connection first.

BG96_PPP_Application_Note 7125



© LTE Module Series
BG96 PPP Application Note

QUECT=

=~ Build a Smarter World

3 Procedures for PPP Setup and
Termination

This chapter describes the PPP setup and termination procedures for the module. If PPP application

software is intended to be developed, please read this chapter before programming.

3.1. General Procedures for PPP Setup

TE MT

AT+CGREG? Or AT+CEREG?

v

+CGREG: 0,1 Or +CEREG: 0,1

QUECTE
BG96

A

AT+CGDCONT=1,"IP","CMNET"

v

OK

A

ATD*99#

v

CONNECT

A

7JEFF7D23C0217D 217D ..

v

Figure 2: General Procedures for PPP Setup

After the module has registered on LTE Cat M1, LTE Cat NB1 or EGPRS network, please set APN for

PPP by AT+CGDCONT and start PPP by ATD*99#. When ATD*99# is executed, the module enters into
the procedure of PPP frame interaction which is carried out on the basis of standard Point-to-Point
Protocol. Description about the module’s packet interaction is included in the figure below. Please get

more details about standard Point-to-Point Protocol from RFC 1661.

8/25
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3.2. Recommended Procedures for PPP Setup

:Reoommended Power ON/OFF:

1. Power OFF: Pull Power Key from
Ihigh to low. Then cut off power when
ISTATUS pin switches to low for 1s.

12. Power ON: Pull Power Key to low
jin 1s.

13. Pull Power Key back to high when
[finishing Power OFF/ON.

.| Power on the

LTE Module Series
BG96 PPP Application Note

module

1. Synchronization between TE and TA.
2. Fix and save baudrate by AT+HIPR=xx&W. If USB
modem port is used, this could be ignored.

|Query (U)SIM Card Status: I
IAT+CPIN. Reboot the module if it fails|
:to detect (U)SIM card in 20s with |
|AT+CPIN?.

Exit from the PPP dialing if (U)SIM

card is not ready in 20s. AT+CPIN?

Query (U)SIM
card status

(U)SIM card is ready

Connect_Count<

5

1
1
:14 It indicates that the module has |
|registered on network when :
IAT+CGREG? or AT+CEREG? returns
i1ors. I
12. Itis able to go to next step without :
:registering on network. |

Y
AT+CGREG? or
AT+CEREG?
Query network status

m—————————————-——-———Z
1APN Configuration:

|
:1. APN must be set by :
|AT+CGDCONT. :
12. Use AT+CGACT? to check whether
:the current context has been |
1activated when AT+CGDCONT i
:returns error. |

1. Set APN by AT+CGDCONT
2. Start PPP dialing by ATD*99#

Connect_Count++

Packet Interaction:

1. Exit from the procedure of Packet
Interaction by “+++”.

2. The module will report NO
CARRIER when PPP connection is
terminated.

LCP Negotiation:

1. If UART is used, ensure the
baudrate between MCU and the
module is the same.

AUTH Negotiation:

1. Ensure the type of AUTH is one of
the following two: PAP(0xc023),
CHAP(0xc223).

IPCP Negotiation:

1. Check whether MCU has got legal
IP and DNS address.

2. Check whether the amount of DNS
MCU is equal to the amount
requested by MCU.

3. Terminate PPP connection if IPCP
negotiation between TA and TE is not
completed in 90s, and then retry PPP
setup.

Exception Handling:

1. Check whether the PPP Terminate-
Request packet is right.

2. Reboot the module if the steps
above do not work.

Packet Interaction

Return CONNECT

LCP negotiation

AUTH negotiation

Start timer when
IPCP negotiation
begins

IPCP negotiation

Y
MCU sends
Succeed to PPP
negotiate IPCP in Terminate-
90s Request
packet

Send Count++

Exception handling

MCU receives
PPP Terminate-
Ack packet in 3s

MCU got IP and N

DNS

Data transmission

Figure 3: Flowchart of Recommended Procedures for PPP Setup
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When the module is powered on, if the main UART is used, baud rate of the UART should be fixed by
AT+IPR=xxx;&W. Before using ATD*99# to set up PPP, the status of (U)SIM card must be checked via
AT+CPIN?. When (U)SIM card is ready, please check the network registration status periodically via
AT+CEREG? or AT+CGREG? until the network condition is prepared.

“ NOTES |

1. Please ensure MCU and the module are synchronized successfully after rebooting the module. MCU
sends AT<CR><LF> to the module every 100ms until OK is received from the module. If the UART is
used, MCU fixes and saves baud rate via AT+IPR=xxx;&W after successful synchronization.

2. Please note that MCU has to wait for the response (for example OK, CME error, CMS error) to the
previous AT command before inputting the next AT command. The module can be rebooted if there is
no response in 60s.

3. It is strongly recommended that do NOT power on/off the module frequently. If the dial-up retry is
failed for 3 times continuously, the module could be powered off/on (reset) immediately for the first
time. After that, if the dial-up retry still fails, reset the module for the second time after 10 minutes, the
third time after 30 minutes, and the fourth time after one hour.

4. If MCU fails to transmit data to network after PPP connection has been set up, please check the
configuration of PPP and the state of network, and then reboot the module.

3.3. Procedures for PPP Termination

It is recommended to terminate the connection with LCP Terminate-Request message in PPP. This
method must be operated in data mode.

TA can also terminate the connection by changing the DTR level. Please set DTR function by AT&D?2 first.
This method must be operated in data mode as well.

Example

//USB/UART port is still in command mode before PPP connection has been setup.
AT&D2
OK

When PPP dial-up is already existed, change the DTR level from low to high, and the data connection will

be terminated automatically. USB/UART port will enter into command mode after PPP connection is
terminated completely.

BG96_PPP_Application_Note 10/25
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4 Modes for PPP Connection

4.1. Data Mode and Command Mode

The module communicates information (including AT commands and data) with application via
USB/UART port. There are two working modes for the two ports: data mode and command mode.

The ports are in command mode before PPP is set up, and the module can execute AT commands in this
state. When PPP negotiation is started, the ports will enter into data mode, and will keep in this mode

when PPP connection is set up. In data mode, the module cannot execute AT commands.

Quectel BG96 module provides convenient methods to switch between the two modes.

41.1. Switch from Data Mode to Command Mode

4.1.1.1. Change DTR Level to Switch from Data Mode to Command Mode

When PPP connection is already existed and the USB/UART port is in data mode, the ports can be
switched to command mode by changing DTR level from low to high (AT&D1 should be set first). The
module will return OK when switched to command mode successfully.

4.1.1.2. Use Sequence +++ to Switch from Data Mode to Command Mode

The other way to switch USB/UART port from data mode to command mode is using sequence “+++”
when PPP connection has been set up successfully. To prevent the “+++” escape sequence from being
misinterpreted as data, the following sequence should be followed:

1) Do not input any character within 1s or longer before inputting “+++”.
2) Input “+++” within 1s, and no other characters can be inputted during the time.

3) Do not input any character within 1s after “+++” has been inputted.

When such particular sequence “+++” is received, the USB/UART port will switch from data mode to
command mode, and the module will return OK for the operation.

BG96_PPP_Application_Note 11/25
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“ NOTE |

Please make sure the above operations are performed after completion of PPP negotiation. If not, above
operations will terminate the PPP negotiation and make USB/UART port quit from data mode. When
USB/UART port is switched to command mode after accomplishing PPP negotiation, the data will be
treated as AT command and the module still remains PPP connection.

4.1.2. Switch from Command Mode to Data Mode

4.1.2.1. Use ATO to Switch from Command Mode to Data Mode

Example

/When PPP connection exists, and USB/UART port is in command mode.

ATO

CONNECT 150000000 /lIndicates that TA has entered into data mode, and all data
inputted from USB/UART port will be treated as PPP frames.

4.2. Handle URC in Data Mode

The URC for incoming calls and short messages will not be reported to the PPP dial-up port in data mode
during PPP connection. But the level of module’s RI pin will change from high to low for 120ms as an
indication. According to the RI pin status, MCU can switch the port to command mode to process the call
or short message. After switching to command mode, the URC will be reported to the port if the incoming
call or short message still exists.

4.3. Data Carrier Detection (DCD) Mode

DCD mode is determined by AT&C. If AT&CO is set, the DCD pin will not be used to indicate the data
carrier status. If AT&CL1 is set, the DCD pin will be used to indicate the data carrier status. The pin will
keep at low level when data carrier exists or PPP negotiation begins, otherwise it will keep at high level.

H NOTE |

When switching module’s USB/UART port from data mode to command mode (using “+++”), the DCD
state does not change.

BG96_PPP_Application_Note 12/25
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5 PPP Dial-up Operation

This chapter mainly introduces how to establish PPP dial-up in Windows system. For detailed operation in
Linux, please refer to Quectel WCDMAG&LTE_Linux_USB_Driver_User_Guide.

5.1. Preparation

It is necessary to finish the following steps before establishing a PPP dial-up connection in Windows.
1. Connect the module to PC and enter the PIN code if the (U)SIM card PIN is locked.

2. Make sure the (U)SIM card can successfully register on LTE Cat M1, LTE Cat NB1 or EGPRS
network.

5.2. Modem Configuration

5.2.1. Add a New Modem

If there is no Standard 19200 bps Modem been installed, a new standard modem needs to be added to
the modem section of the control panel.

BG96_PPP_Application_Note 13/25
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1. Click button “Start” > “Settings” - “Control Panel” - “Phone and Modem Options”, as shown in
the following figure.

4

UmeEnts

£ Control Panel

File

OBack {) @ psaarch [E‘ Folders v
address | [ Control Panel
X D W 9 2 B

Accessibility  Add Hardware Add or Adminiskrative  Automatic  Date and Time Display

Cptians Remay.., Tools Updates

s — & R =5

B e @ & D
Fonits

Flash Flayer  Folder Options Game Inkernet Keyboard Mouse
Contrallers COptions

e % EH L 49 e

Metwork  Nebwork Setug  Phone and  |Power Options  Prinkers and  Realtek HD Regional and
Connections Wizard Modern ... Faxes Sound EFf...  Language ...

Edit  ‘Wiew Faworites Tools  Help

v|Go

o>

»

Control Panel

B Switch to Category Yiew

See Also

Microsaft Update

()

)

Microsoft Update Catalog

‘ Windows Update

Set Pragram Access and Defaults
@) Help and Support

‘Windows Catalog

oipfiafl i 14 Haehid

= A @ = Tk
ke
Programs g ||J"J j ¢
Scanners and  Scheduled Security Sounds and Speech System Taskbar and
Documents Cameras Tasks Center Audio Devices Skart Menu
2 e <
% Metwork Connections i X
] User Accounts  Windows ‘Wireless
EFQ Printers and Faxes Firewall  Metwork Set..,

Help and Suppart n Taskbar and Start Menu

Run...

Log Off HF-3W-TEST...

E Turn OFf Computer...

‘s start B Control Panel

Windows XP Professional

Figure 4: Phone and Modem Options Icon in Control Panel
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2. Double click “Phone and Modem Options”, and select “Modems” > “Add...” to add a new modem,
as shown in the following figure.

Phone and Modem Options

h! 2 The following modems are installed:

Dialing Rules | todems | Advanced
h The list below displays the locations vou have specified. Select the
M lozation from which wou are dialing. Phene and Modem Options
Locations:
: Dialing Rules | Modems | advanced
Location Area Code
101 My Location 0551
Modem
New. || Edi.
0K ] [ Cancel ] [ Apply

Add Hardware Wizard

Inztall New Modem o
Do pou want Windowes to detect your modem’?

Attached To

Add...

Ok H Cancel ][ Apply

Windows will now try to detect your modem. Befare
continuing, you should:

1. If the moden iz attached ta pour
computer, make sure it is turned on.

2. Quit any programs that may be using
the modem.

Click Mest when vou are ready to continue.

v Don't detect my modem; | will select it from a list.

[ < Back ” MNext > ][ Cancel ]

Figure 5: Add a New Modem

BG96_PPP_Application_Note
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Install the new modem according to the instructions on the screen: select “Standard 19200 bps

o
N\="R,ild a Smarter World
3.
Modem” and a port (“COM3”) which will be installed; click “Next” button, till the configuration is
finished. Refer to the following three figures for details.
Add Hardware Wizard
Install Mew Modem

E Select the manufacturer and model of your modem. |f your modem i not lsted, or i pou

have an installation digk, click Havwve Digk.

hd odels

M anufacturer S
[Standard Maodem Types)
= § Srandard 19200 bps Modem —
s . ]

l [ Cancel ]

[ =H

3} Thiz driver iz digitally zsigned.
Tell e why driver signing iz imparkant
< Back ”

Figure 6: Select Model of the Modem

16/25
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Add Har.dware Wizard
Install Hew Modem
Select the port[z] you want to install the modemn on,
Y'ou have zelected the following moderm:

|Star‘u:|an:| 19200 bpsz Madem

Cancel

=
e On which portg do pou want to install it?
Al ports
* Selected ports
< Back ” Mext = l [

Figure 7: Select a Port

Add Hardware Wizard

Install New Modem
Modern installation is finished!

Add Hardware Wizard

Install Mew Modem
‘windows iz installing the modern(s).
Fleaze wait while Windows installs your modern|z).

“Y'our modem haz been set up successhully.

If you want to change these settings, double-click the
Phone and Modem Options icon in Control Panel, click the
Modems tab, select this modem, and then click Properties.

BG96_PPP_Application_Note
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5.2.2. Configure the Modem Driver

Select the “Standard 19200 bps Modem” which has been installed; click “Properties” button; choose
“Maximum Port Speed” as “115200” (default value); click “Advanced” to configure “Extra Settings”; and
then input AT+CGDCONT=1,"IP","CMNET" command, as illustrated below.

Phone and Modem Options

| Dialing Flulesl Modems | Advanced
i Standard 19200 bps Modem Properties
E@ The following modems are installed:
[ Generall Madem | Diagnostics | Advanced | Driver |
DdEITI Attached To Fort COM3
Standard 13200 bps Modem COM3
Speaker volume
b ax=irmunn Part Speed
Dial Control
[ A l [ Ramove ] [ Propetiss gt for dial tone before dialing
[ QK ] [ Cancel ] Apply
Standard 19200 bps Modem Properties
— [ ak. ] [ Cancel
| General || b odem || Diagnostics | Advanced | Diriver |

Extra Settings

Eutra initialization commands:
AT+CGDCOMT=1."IP","CMMET"

[ Change Default Preferences... l

I ok l [ Cancel

Figure 9: Configure the Modem Driver
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“ NOTE |

In the example above, the settings predefine a PDP context whose CID=1, PDP type=IP and
APN=CMNET. CMNET is the APN for the network provider China Mobile and it should be replaced with
the value provided by customers’ actual network provider.

5.3. Dial-up Network Configuration

5.3.1. Create a New Connection

1. Open “Control Panel” and double click “Network Connections”, and then click “Create a new
connection” from the right list of “Network Tasks”, as illustrated below.

B Control Panel

File Edit ‘ew Favortes Tools  Help

eBack v -J Lﬁ pSearch [Ei‘ Folders v

Address E} Coritrol Panel

— = : 9
ﬂ/ Control Panel £ 6 § E ‘Cﬁ % L @
Accessibility  Add Hardware Add ar Administrative  Automatic  Date and Time Display
E} Switch ko Category Wiew Options Remoy. .. Tools Updates
- . O LS
ad w2 e = D
/ £— .
See Also . L"'j -
Flash Player Folder Options Fonts Game Internet Keyboard Mouse
‘ Windows Update Controllers Options
@) Help and Suppart ! ﬁ q- o, i] @
b & @ ]
\ﬁ S

Metwork Setup  Phone and  Power Options  Printers and ~ Realtek HD Regional and
Wizard Modem ... Faxes Sound Eff...  Language ...

3 @

Scanners and  Scheduled
Cameras Tasks

2 e

User Accounts  Windows
Firevsall

*s Network Connections

File Edit “iew Favorites Tools  Advanced  Help \#

eBack v -J Lﬁ pSearch [Ei‘ Folders v

Address Q Network Connections

LAN or High-Speed Internet

Network Tasks

Create a new connection @& Wireless Metwark, Connection Q_* 1ocal Area Connection:

% Zetup ahame or smal [ [(TJ] il a
office network

@ Change Windows Firewall
settings

See Also

i Metwork Troubleshooter

Other Places

Ba Contral Panel

Iﬂ My Metwork Places
B My Documents

a My Computer

Details

Network Connections
System Folder

Figure 10: Create a New Connection
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2. Click “Next” button and choose “Connect to the network at my workplace” 2 “Next”, and then
select “Dial-up connection”, as illustrated in the following figure.

New Connection Wizard

Welcome to the New Connection

@ wizard

Thig wizard helps you: i
Metwork Connection Type
* Connect to the Internet, ‘wihat do you want to do?
* Connect to a private network, such as vour workplace
network.

Mew Connection Wizard

() Connect to the Internet

* Set up a home or small office network. Connect to the Internet o pou can browse the Web and read email.

(3) Connect to the network at my workplace

Connect to a buzsiness network, [using dial-up or YPM] 20 you can work, from home,
a field office, or another location.

ect to a wireless network, wiew

() Set up a home or small office network
Connect to an existing home or small office network. or set up a new one.

T tinue, click Mext. i
0 continue, chck Nexl () Set up an advanced connection

Connect directly to another computer using your senial, parallel, or infrared port, or
zet up this computer zo that other computers can connect to it.

[ Mext > ][ Cancel ]

New nec Wizard
Network Connection < Back ” Mt » ] [ Cancel
How do you want to connect to the network. at vour workplace?

Create the following connection:

(%) Dial-up connection

Connect uging a modem and a regular phone line or an Integrated Services Digital
Metwork [ISDM] phone line.

() Wirtual Private Network connection

Connect to the network uzsing a virtual private network, [WPM] connection over the
Intermet.

< Back “ Mest > ][ Cancel

Figure 11: Set up the New Connection
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5.3.2. Configure the Connection

Enter word (for example “test”) in “Company Name” as the connection name, and then click “Next”
button and enter number (for example “*99#”) in “Phone number”, as illustrated below.

Mew Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for thiz connection in the following box.

Campary Hame New Connection Wizard

test R
Phone Number to Dial
For example, you could type the name of your workplace or the name of a server pou Wwhat is the phene number you will use to make this connection?

will connect ta.

Type the phone number below.

Phone number:
994

“ou might need to include a *1" or the area code, or bath, If pou are not sure
you need the extra numbers, dial the phone number on your telephone. If you
hear a madem sound. the number dialed is comect.

< Back H et » l[ Cancel ]

New Connection Wizard

Completing the New Connection
Wizard
You have successfully completed the steps needed to

create the follawing connection: < Back ” Heut > ][ Cancel

test
* Share with all uzers of this computer

The connection will be saved in the Netwark
Connections folder.

[ &0d a shortcut to this connection to my deskiop

To create the connection and close this wizard, click Finish.

< Back ” Finizh ][ Cancel

Figure 12: Configure the Connection
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Click “Properties” button from the popup window. Then click “Configure...” button to configure the
“Standard 19200 bps Modem”. And finally select “115200” from the drop-down list of “Maximum speed”.
Click “OK” button to finish the configuration. Refer to the following figure for details.

Connect test

Ilzer name: ‘

Pagzword: ‘

Gieneral | O ptiare || Securty || MNetworking || .-'-‘-.dvanu:ed|

[[]5ave thiz user name and password for the following users:

ke anly

Arnpone who uzes thiz compuker

Dvial: 3o

Help

Cancel ][ Froperties ]

| bia ||

Modem Configuration

Standard 19200 bps Modemn [COMZ]

f= test Properties

Connect using:
@ Modern - Standard 19200 bps Modem (COM3)

Phone nurnber

295
&

[115200

M aximum speed [bps):

Madem pratacol

Hardware features
Enable hardware fow control
[] Enable modem ermrar cantral

[] Enable modem compression

[] Show terminal vindaw

[[] Enable modem speaker

[ ok

Figure 13: Configure the Dial-up Tool
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Area code: Phone number:
994 | [ Alternates l
Countrdregion code:
[] Use dialing rules Dialing Rules
Show icon in notification area when connected

—

|£| OF. l [ Cancel
Cancel ]
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5.3.4. Establish the Dial-up Connection

Right click “test” which was created as the new connection and then click “Connect” - “Dial” from
network connections. The dial-up connection is established successfully when the prompt box “test is
now connected” is popped up. Refer to the following figure for details.

File Edit View Favorites Tools Advanced Help

Back * [ ) () Search | Folders v
2|7 s HH

ess @ Network Connections
4 Dial-up
Network Tasks Connect test

Create a new ’]__.—
conecton | comet ]
% Set up 3 home or small Status
office network [——————
@ Change Windows LAN«  Set as Default Connection
Firewall settings S -
@ start this connection g it @‘k
@) Rename this connection Create Shortcut Local Area Connection
Delete )

72 Delete this connection
Rename

Change settings of this
connection

User name: ‘TEST

Properties

Password: ‘

Other Floces Connecting test.
[T Save this user name and password for the following users: B 88k
3 Control Panel

\‘g My Network Places

(&) My Documents

Ar ses ute:
My Computer
3 ——

Details

@ Registering your computer on the network...

I_pisl__J|[ cancel | [ Fropetties | [ Hebp |

test
Dial-up
Disconnected

/4 start % Network Connections

Figure 14: Establish the Dial-up Connection
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6 Appendix A References

Table 1: Related Documents

SN Document Name

[1] Quectel_BG96_AT_Commands_Manual

Quectel WCDMAG&LTE_Linux_USB_Driver_User_

[2] Guide

Table 2: Terms and Abbreviations

Remark

BG96 AT commands manual

Linux USB driver user guide for
WCDMAG&LTE modules

Abbreviation Description

APN Access Point Name

CHAP Challenge Handshake Authentication Protocol
DCD Data Carrier Detection

DNS Domain Name Server

DTR Data Terminal Ready

GPRS General Packet Radio Service

GSM Global System of Mobile Communication
P Internet Protocol

IPCP IP Control Protocol

LCP Link Control Protocol

MCU Micro Control Unit

MS Mobile Station

PAP Password Authentication Protocol

BG96_PPP_Application_Note
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PDP Packet Data Protocol

PIN Personal Identification Number

Point-to-Point Protocol. The Point-to-Point Protocol is designed for simple
links which transport packets between two ports. These links provide

PPP full-duplex simultaneous bi-directional operation, and are assumed to deliver
packets in order. It is intended that PPP provides a common solution for easy
connection of a wide variety of hosts, bridges and routers.

RI Ring Indicator

TA Terminal Adapter

TE Terminal Equipment

UART Universal Asynchronous Receiver Transmitter
(U)SIM (Universal) Subscriber Identity Module
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